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ABSTRACT 

 

The persistent threats of the cyber environment drives organizations to adopt risk 

management as a crucial practice of minimizing dangers to their information assets. 

However, focusing on technology alone to address these risks is no longer sufficient. 

IT governance which enables senior managers to align and integrate technology with 

business strategies through clear policy development and good practice of IT control 

is essential.  

The Namibian Public Service (NPS) currently lacks policy guidance on cyber security 

risk management. Consequently Offices/Ministries/Agencies (O/M/As) depend on 

technology to manage security risks facing them. However, this effort is not co-

ordinated between various O/M/A. Therefore it presents security challenges to the 

government network as various systems continues to be interconnected.  

To address these risks, the study investigated behaviors of different O/M/As in the 

NPS. The focus was predominantly on the management of information assets in the 

absence of standardized cyber security best practices. The study concluded that 

although there may be an abundance of technologies in the (NPS), the absence cyber 

security policies, standards and guidelines has led to a huge disparity regarding the 

way in which Information Systems (IS) are managed in various O/M/As. Hence, this 

poses security challenges. 
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The study further identified threats, vulnerabilities facing the NPS and developed the 

Cyber Security Management and Threat Control (CSRM-TC) model. The model is 

believed to assist IT officials and policy makers in the NPS to understand challenges 

facing their information assets. This would further assist them to make appropriate 

decisions when developing cyber security policies, standards, guidelines and 

procedures according to best practices.  
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1. INTRODUCTION 

 

This chapter introduces the cyber security and risk management study carried out in 

the NPS. The statement of the problem, research questions, significance of the study, 

limitations and methodology are also discussed here. The chapter further presents the 

definitions of core terms used and an outline of the Thesis. 

 

1.1 Introduction 

 

Cyber security has generally brought concerns among nations as they become 

increasingly dependent on Information Communication Technology (ICT), and 

Internet to operate their businesses and provide services to their customers. This 

situation has equally been realised in Namibia as the adoption of ICT has been on the 

rise among the different sectors of the country. This was confirmed by Xoagub (2014) 

when he stated that the need for cyberspace security in Namibia had grown with the 

increase in usage and dependence on ICT devices and gadgets.  Imalwa also stated 

that Cyber security plays a fundamental role in the continuing development of 

Information Technology (IT) and Internet Services (IS) (Bennett, 2015). In addition, 

Bennett stated that in order to safeguard Namibia’s security and economic wellbeing 

it is of utmost importance that cyber security is developed to protect information 

structures. 

 

Therefore, based on the above sentiments, it is clearly evident that although ICT has 

brought recognizable benefits to the Namibian Public Service (NPS), its information 
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assets have also become vulnerable to various threats of the cyber environment. This 

condition highlights a need for the engagement of cyber security best practices to 

prevent the possibility of cyber incidents. 

 

 Atul et al. (2013) defined cyber security as the activity of protecting data and 

information systems with appropriate procedural and technological security measures. 

In addition, the International Telecommunication Union Report (ITU, 2014) defined 

cyber security as the collection of tools, policies, concepts, safeguards, guidelines, risk 

management approaches, actions, training, best practices, assurance and technologies 

that could be used to protect the cyber environment, organization and user’s assets.  

 

In view of the above it could be noted that cyber security is a combined effort that 

requires organizations to collectively engage the right governance, processes and 

technology to address both technical and non-technical challenges. In this study, 

Cyber Security Risk Management and Threat Control model was introduced and 

abbreviated as CSRM-TC. The model presents foundational security building blocks 

that would place the NPS in the position to either block cyber intrusions or detect them 

and stop them from spreading further into the networks.  

 

Daughton (2015) advised that in the face of ever more sophisticated criminals, the 

fight against cybercrime requires coordinated effort among all stakeholders, includ ing 

governments, educational institutions, business organizations and law enforcement 

authorities. In view of the above, it is important that there is a strategy for each 

stakeholder to manage risks associated with cybercrime. Peltier (2002) described risk 
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management as the process of identifying risks, assessing the likelihood of their 

occurrences and then taking steps to reduce them to an acceptable level. The study 

was therefore carried out to assess effects of absence of cyber security and risk 

management best practices on the NPS with the aim of developing strategy in the form 

of a model.  

 

1.2 Statement of the Problem 

 

There is currently a lack of cyber security best practices in the NPS. This situation has 

made it difficult for IT staff to manage the security of different Information Systems 

(IS) and networks of various O/M/As in a standardized manner. Ogut et al. (2011) 

stated that an important challenge faced by governments is the management of nationa l 

infrastructure security. Similarly, the NPS does not have cyber security best practices 

for the various O/M/As. The only security guidelines currently present are the 

Common Minimum Standards of Protective Security Measures (CMSPSM) that were 

developed for manual based systems of the Namibian Public Service (GRN, 1996). 

Since then, no other security standards or guidelines were developed to cater for the 

current electronic systems.  

Therefore, with the evolvement of technology and the increasing dependency on ICT, 

there was a need for the NPS to initiate, adopt cyber security measures and standardize 

them across the whole public service. Geers (2009) stated that as dependence on IT 

and the Internet grow, governments should make proportional investments in network 

security, incident response, technical training, and international collaborat ion. 

Similarly, NPS has been investing on e-Government initiatives, which would require 
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proportional investments in network security framework. Therefore it is crucial that 

the cyber security best practices and proper technical trainings are developed for the 

NPS.  

In this study, CSRM-TC aimed at identifying risks facing various O/M/As according 

to cyber security best practices. Furthermore, the study developed strategies to control 

threats and mitigate their impacts on the Namibian Public Sector informa tion systems 

and networks. This was intended to assist the NPS to be proactive in terms of cyber 

security measures in terms of managing both targeted and widespread attacks.  

1.3 Research Questions 

 

During the study, the following research questions were answered: 

1.3.1. How can cyber security risks be addressed to protect data and control threats in 

the Namibian Public Service?  

1.3.1.1. What cyber security risks are facing the Namibian Public Service?  

1.3.1.2. What strategies can be employed to mitigate risks facing the Namibian 

Public Service?  

 

1.4 Significance of the Study 

 

The study would encourage NPS senior officials to develop suitable security policies, 

standards and guidelines. This would also guide them when reviewing the current IT 

policies to improve cyber security in the NPS. The study would further aid IT offic ia ls 

to better understand and manage the cyber security risks facing the NPS.  
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1.5 Limitations of the Study 

 

Access to certain data was difficult to obtain due to the sensitivity of information and 

fear of compromised security. Some of the targeted respondents were lacking the 

required knowledge and some were inaccessible. Some of the IT technical services 

rendered to the NPS were outsourced from foreign consultants. This limited 

availability of the sufficient data. Hence some figures provided were simply 

approximations. 

 

1.6 Research Methodology 

 

The study was designed to use qualitative research methods. A case study in the form 

of an exploratory qualitative research design was used to carry out an in-depth analys is 

of the behaviors of IT staff at different O/M/As when managing various information 

assets, in the absence of cyber security best practices. Surveys and face to face 

interviews were conducted to understand cyber security risks facing the NPS. 

Qualitative methods were used to classify features of different threats and 

vulnerabilities identified as well as to construct statistical models and figures to 

explain findings of the study. 
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1.7 Definition of Terms 

 

This section consists of the core terminologies used in the Thesis. The terms may be 

defined differently in the literature, but for the purpose of this study, the following 

definitions applied:   

 

Cybercrime: is referred to as any illegal behavior directed by means of electronic 

operations that targets the security of computer systems and the data processed by 

them (Ayofe & Irwin 2010). 

 

Cyber security: is the collection of tools, policies, security concepts, safeguards, 

guidelines, risk management approaches, actions, training, best practices, assurance 

and technologies that can be used to protect the cyber environment and organizat ion 

and user’s assets. (ITU, 2014)  

 

Risk: is the potential loss, damage or destruction of an asset as a result of a threat 

exploiting a vulnerability. A risk is a possibility that something unpleasant will 

happen. 

 

Threat: is an object, person or other entity that represents a constant danger to an asset 

(Whitman & Mattord, 2008). It is anything that can exploit vulnerability, intentiona lly 

or accidentally and damage or destroy an asset. 
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Vulnerability: is a weakness or gap in our protection efforts. It is a defect or weakness 

in information asset, security procedure, technical design or control that a threat may 

exploit on purpose or even accidentally to breach security system. (Jounia et al., 2014) 

 

1.8 Outline of the Thesis  

 

The thesis is organized into seven chapters as follows:  

Chapter 1: Introduction 

Chapter 1 introduces the research by providing an overview of the research topic, 

orientation of the study, statement of the research problem, research questions, 

significance of the study, limitation of the study, research methodology, definition of 

core terms used in the study, and an outline of chapters of the Thesis. 

 

Chapter 2: Literature Review 

Chapter 2 addresses the review of related work carried out for the purpose of the study. 

It covers the literature on cyber threats identification, sources of cyber threats, the 

danger of cyber threats, need for cyber security in the NPS and their significance in an 

organization. 

 

Chapter 3: Methodology 

Chapter 3 discusses the research methodologies used in the study. It covers the 

research design, targeted population of the study, sample selected for the study, 

research instruments, research procedures used during the study and data analysis. 
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Chapter 4: Results 

Chapter 4 presents the analyzed results of the data collected through questionna ires 

and interviews.  

 

Chapter 5: Discussion 

Chapter 5 presents the discussion of the results of the study in relation to the research 

questions posed in the Thesis. 

 

Chapter 6: Proposed Framework 

Chapter 6. Presents the proposed framework designed for the NPS. 

 

Chapter 7: Conclusion and Recommendation 

Chapter 7 presents the conclusion of the study and recommendations for further 

research. 

 

The next chapter focuses on related work carried out to understand factors that need 

to be considered by the NPS to enhance effective cyber security.  
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2 LITERATURE REVIEW 

 

This chapter presents a review of related work carried out for the purpose of this study. 

Security models similar to CSRM-TC were studied and summarized in terms of gaps 

that the proposed model is aiming to address. In addition, the chapter covers literature 

on the kind of information assets to be considered, ways in which information assets 

should be selected for protection, importance of cyber security policy and the key 

players. 

2.1 Review of Related Models 

 

The review of literature was conducted to inform this study. Two topics of literature 

were identified: cyber security and risk management. The focus of the review was to 

gain a better understanding of what others have done to secure their information assets 

from the risks emerging from the cyber environment and how they overcame the 

challenges according to best practices. The first section of this chapter describes 

existing models related to CSRM-TC. The gaps therein were discussed and 

summarized as presented below: 

 

2.1.1 Information Security Policy: An Organizational-Level Process Model 

 

Knapp et al. (2009) developed this model. The model illustrated a general, yet, 

comprehensive policy process in a distinctive form not found in existing professiona l 

standards of academic publications. The model went beyond the ones illustrated in the 

literature by depicting a larger organizational context that included key external and 
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internal influences that could materially impact organizational processes. It used a 

methodology involving qualitative techniques, based on responses from a sample of 

Certified Information Systems Security Professional (CISSP). 

The qualitative methodology was largely based on grounded theory approach 

involving a series of structured steps that included the systematics comparison of units 

of data and the gradual construct of categories that described the observed phenomena. 

The description of the phenomena evolved directly from the data. After development 

of a model, a three phase validation process that led to improvement to the model was 

conducted. 

The model reflected an information security policy process in modern organizat ions 

based on recommended practices from a sample of certified professionals. However 

this model only focused on the general information security policy development and 

did not explore down to the topic specific or IT device specific policies. Based on the 

conceptual framework CSRM TC found it necessary to consider both the high and low 

levels of the security policy framework in order to bring about effective cyber security 

in the NPS.  

 

 

 

 

 



11 
 

 

2.1.2 A Situation Awareness Model for Information Security Risk Management 

(ISRM) 

 

Webb, Ahmad, Maynard and Shanks (2014) developed a Situation Awareness Model 

for Information Security Management (ISRM). The model addresses deficiencies in 

the practice of information security risk assessment that inevitably led to poor 

decision-making and inadequate or inappropriate security strategies. The three 

deficiencies are 1) information security risk: identification is commonly perfunctory, 

2) information security risks are commonly estimated with little reference to the 

organization’s actual situation and 3) information security risk assessment is 

commonly performed on an intermittent, non-historical basis. The deficiencies were 

addressed through an enterprise-wide collection, analysis and reporting of risk related 

information. 

A single case study of the US IC using publically available documents was conducted. 

Seventy one (71) publicly available documents that included US laws intelligence 

community policy documents, military manuals US Government publications, US 

Government websites and authoritative works produced by subject matter experts. 

Two rounds of axial and selective coding were conducted to: generate a process a 

description explaining which actors performed which functions in the intelligence 

community (round 1) and identify where efforts were concentrated at the highest 

intelligence community management (ODNI) level, in order to extrapolate from the 

key drivers of the enterprise (round 2). The adapted model was verified by comparing 

concepts from SA theory to the phases of intelligence cycle to identify points of 

analogy. 
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A situation awareness (SA-ISRM) process model was proposed to complement the 

information security risk management process. This model however did not 

incorporate the necessary risk management best practices in terms of governance 

required as well as key players involved. CSRM-TC therefore found it necessary to 

address this issue based on ISO/IEC 27000 series of best practices.  

 

2.1.3 Information Security Management: An Information Security Retrieval 

and Awareness Model for Industry (ISRA) 

 

Kritzinger and Smith (2008) developed an Information Security Retrieval and 

Awareness Model for Industry (ISRA). The model consists of three parts namely 1) 

the ISRA dimension (non-technical information security issues, IT authority levels 

and information documents), 2) information security retrieval and awareness, and 3) 

measuring and monitoring. The model focused exclusively on the non-technica l 

issues. The primary reason was that much research had already been done regarding 

the implementation of technical information security issues in the industry. This model 

could be used by industry to enhance information security awareness among 

employees. However, the model only focused on the non-technical information 

security matters but did not show how this influences the technical issues. CSRM had 

therefore addressed this gap in the NPS by carrying out an assessment to identify how 

the non-technical information security issues have impacted the effective utilizat ion 

of technical measures while focusing at both internal and external influences. The 

ISRA study was general but CSRM was a specific case study for the NPS. 
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2.1.4 IT Security Auditing: A Performance Evaluation Decision Model 

 

H.S.B Herath and C. Herath (2014) developed the Performance and Evaluat ion 

Decision Model. This model was developed on the basis that information security and 

systems audits are important for providing compliance, however they were not 

mandatory to all organizations. The model considered the question of whether or not 

to carry out an IT security audit by developing a performance evaluation decision 

model. The model also considered investments and their relationship to IT audits. The 

model incorporated agency costs to determine the incentive payment for managers to 

conduct an audit. However this was a non-mandatory security initiative that would 

still give room to be overlooked. CSRM-TC on the other hand has incorporated the IT 

Audit and compliance model that is made compulsory to all.  

 

2.1.5 COBIT 5 Information Security 

 

According to (ISACA, 2014), COBIT 5 Information Security is an extended view of 

COBIT5 that explains each component from info security perspective. It aimed to be 

an umbrella framework to connect other information security frameworks, good 

practices and standards. The major drivers for the development of COBIT 5 for 

Information Security included the increasing need for enterprises to keep risk at 

acceptable levels, maintain availability to systems and services, connect and align with 

other major standards and frameworks and comply with relevant laws and regulation. 

The benefits of using COBIT 5 for Information Security includes improved integrat ion 

of information security in the enterprise, informed risk decisions and awareness, 
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improved prevention, detection and recovery, reduced impact of security incidents and 

better understanding of information security. 

Information security policies, principles, and frameworks, processes, information 

security-specific organisational structures, factors determining the success of 

information security governance and management, people, skills and competencies 

specific for information security are also part of this framework. 

Similarly, CSRM-TC will also look at the NPS from a security perspective of 

information systems considering that in each activity that is undertaken there is a 

security risk. It was crucial that CSRM-TC considered both the governance and 

management of IT services within the NPS and adopt a characteristic of being able to 

connect and align with other major standards and frameworks. 

 

2.1.6 The ITU Conceptual Framework 

 

According to the (ITU, 2015) report, the ITU conceptual framework was developed 

through the Global Cybersecurity Index (GCI) project which was aimed at 

effectively measure each nation state’s level of commitment to cybersecurity. The 

ultimate goal was to help foster a global culture of cybersecurity and its integration 

at the core of ICTs. The project was launched by the ITU and private sector company 

ABI Research.  

Rooted in the ITU Global Cybersecurity Agenda, the GCI looked at the level of 

commitment in five areas: legal, technical, organizational, capacity building and 

international cooperation. The result was country-level index and a global ranking on 
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cybersecurity readiness. The GCI did not seek to determine the efficacy or success of 

a particular measure, but simply the existence of national structures in place to 

implement and promote cybersecurity. 

The project was a result of intensive primary and secondary research by both ITU 

and ABI Research. Country level surveys, complemented by in-depth qualitative 

research, were sent out to all ITU Member States. Information was collected on laws, 

regulations, CERTs and CIRTs, policies, national strategies, standards, certifications, 

professional training, awareness raising, and cooperative partnerships. 

The aim of the GCI was to provide a snapshot of where countries stand in their 

cybersecurity engagement at the national level. The visions as seen by ABI Research 

and ITU was to promote cybersecurity awareness and the important role 

governments had to play in integrating appropriate mechanisms to both support and 

promote this crucial discipline. In this project, Namibia was among the countries that 

were ranked at twenty nine (29) on the “Global Cybersecurity Index & 

Cyberwellness Profiles” on the scale of 1- 29 with one (1) being good and twenty 

nine (29) being poor.  

The CSRM-TC model was designed to operate at a government level unlike the ITU 

framework that was aimed at addressing cybersecurity risks at a national level. The 

focus of ITU was purely an assessment to develop a wellness profile for the different 

countries globally while the CSRM-TC was both an assessment and recommendation 

for cyber security strategies by the NPS. It was confirmed from this report that the 

ECOWAS legislation was being transposed into the Namibian legal System and 

specific legislations were already being mandated through the use of Electronic 
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Transaction and Communication Act and the Cybercrime bill (draft). This therefore 

highlights a need for the NPS to develop and enforce cyber security risk measures to 

be able to successfully secure electronic evidence that may be used as evidence in the 

court of law. 

2.2 Information Assets to be Considered for Cyber Security 

 

In the presence of cyber security challenges, it is mostly important to understand 

exactly what needs to be protected. Solm and Niekerk (2013) highlighted that the most 

defining characteristic of cyber security is the fact that all aspects that should be 

secured are protected against vulnerabilities that exists as a result of ICT, that forms 

the basis of cyber space. Maskun et al. (2013) emphasized that both protection of 

hardware and software are the main point of cyber security. In addition, the ITU (2011) 

highlighted that the general security objectives comprises of availability, integrity and 

confidentiality of information. They explained that cyber security strives to ensure the 

attainment and maintenance of  properties of an organization and user’s assets against 

relevant risks in the cyber environment. They further clarified that organization and 

user’s assets include connected computing devices, personnel, infrastructure, 

applications, services, telecommunications systems, and the totality of transmit ted 

and/or stored information in the cyber environment. 

 

In agreement to the previous paragraph, the NPS hosts majority of IT systems that 

forms part of the national critical infrastructures. These include amongst others, 

security, health, transport services and financial systems. Therefore it was important 
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that CSRM-TC identified that all information assets of the NPS that needed to be 

protected and considered to be secured against cyber threats. 

  

Another aspect that also needs to be considered in CSRM-TC security efforts is the 

protection of outsourced services. Ernst and Young (2006) noted that as businesses 

moved toward increasingly decentralized business models through outsourcing and 

other external partnerships, it became even more difficult for them to retain control 

over the security of their information and for senior management to comprehend the 

level of risk to which they were exposed. In the same vein, the researcher had learned 

that some of the ICT solutions in the NPS are outsourced to local private or foreign 

companies. After implementation, IT members of staff were not trained to take 

ownership of the systems in terms of providing technical support or adding new 

functionalities based on user requirements. The systems remain fully supported by the 

service providers throughout its life and one would not guarantee that the level of 

security at that particular organization is acceptable. This situation had made it equally 

difficult for IT staff and senior managers to realize the level of risk they were exposed 

to when outsourcing IT solutions. CSRM-TC therefore found it necessary that the NPS 

addressed the security concerns of outsourced ICT solutions. 

Atul et al. (2013) stated that recent surveys  on cyber security trends identified  mobile 

devices and application, social media networking, cloud computing and a practice of 

protecting  systems rather than information as new sources of cyber vulnerabilit ies. 

Calder and Watkins (2012) also observed that there is an unstoppable trend towards 

mobile computing. They added that the use of laptop computers, Personal Digita l 
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Assistants (PDAs), mobile and smart phones, digital cameras, portable projectors, mp3 

players and iPad has made working from home and while travelling relative ly 

straightforward with the result that network perimeters had become increasingly 

porous. They further concluded that these practice means that the number of access 

points to networks and the number of accessible end-point devices, had increased 

dramatically, and this has increased the opportunities for those who wish to break into 

networks and steal or corrupt information.  

In view of the above authors, the NPS was equally faced with similar vulnerabilit ies 

since social networking sites such as Facebook, LinkedIn and Twitter are widely used 

in the Public Service. Cloud computing has also been adopted by some O/M/As 

through various models namely Software as a Service (SaaS), Platform as a Service 

(PaaS), and Infrastructure as a Service (IaaS). Nowadays staff members also prefer to 

connect to the corporate networks and access official information and systems using 

smart phones, iPad or tablets that may be personal or official. Therefore it was crucial 

that the CSRM-TC considered security measures in the areas of cloud and mobile 

computing as well as social networking in the NPS.  

Shackerford (2012) observed that while huge effort and resource is spent in securing 

the perimeter, threats within company networks often go unnoticed. Slay and Koronois 

(2006) also observed that businesses often focused on protection against external 

attacks, but internal attacks were more common and often more damaging. They added 

that businesses needed to have access control that limited the extent to which a 

particular employee could access IT resources so that employees only access the 
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resources required for performing their job. Jaccard and Nepal (2014) also supported 

this with evidence from a research conducted by McCue (2008) which, indicated that 

70% of fraud is perpetrated by insiders rather than by external criminals but that 90% 

of security controls in organisations are focused on external threats.  On the contrary, 

CSRM-TC proposed that the NPS addresses both internal and external threat 

prevention and management against information assets. 

 

2.2.1 Ways in Which Information Assets are Managed for Protection  

 

The literature has shown three possible ways by which security threats could be 

managed for protection. 

2.2.1.1 Threat and Assets Identification 

 

Jaccard and Nepal (2014) stated that threats come from different sources, like 

employees’ activities or hacker’s attacks. He added that to find these threats, their 

sources and specific areas of the system that may be affected should be known, so the 

information security assets could be protected in advance. He advised that, managers 

needed to know the threats that influenced their assets and identify their impact to 

determine what they needed to do, in order to prevent attacks by selecting appropriate 

countermeasures. Pant et al. (2006) also observed that the relevance of a threat to a 

particular network had to be determined in the context of a network’s underlying 

technology, the applications being used, and the design of the network.  In favour of 

the above statement, CSRM-TC found it necessary to study and investigate the 

underlying technologies of the NPS ICT infrastructure to determine the possible risks 
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and impacts associated with them. This process was aimed to assist in deciding on the 

appropriate countermeasures. 

 

Tudose (2012) also emphasized that identifying the types of threats is an extremely 

important aspect for creating the security policy, because it allowed the creation of a 

set of measures destined to remove these dangers. In support of the above, CSRM-TC 

had considered the identified threats and vulnerabilities and decided upon appropriate 

countermeasures that could be used as inputs to the security policy framework 

development. 

2.2.1.2 Threat Classification 

 

Jaccard and Nepal (2014) highlighted that, effective security classification was 

necessary to understand and identify threats and their potential impacts. They added 

that security threats could be observed and classified in different ways by considering 

different criteria like source, agents, and motivations. They further added that 

classification helps identify and organize security threats into classes to assess and 

evaluate their impacts, and develop strategies to prevent, or mitigate their impacts on 

the systems. 

Similarly, the manual of Guidelines for Common Minimum Standards of Protective 

Security Measures for Government Ministries/ Public Offices and Agencies of the 

Republic of Namibia classified security levels of manual records in three categories 

mainly: Top Secret, Secret and Confidential where Top Secret  referred to  information 

that required high degree of protection and confidential being the least sensitive (GRN, 
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1996). In view of the above, CSRM-TC proposed for the classification of data stored 

by O/M/As to control the identified cyber security risks in the NPS.  

2.2.1.3 Security Management Controls 

 

After the cyber threats were identified and classified, they needed to be managed and 

controlled. Calder and Watkins (2012) highlighted that organizations needed an 

information security management system to be able to make informed, practical 

decisions about what security technologies and solutions to deploy. They further 

advised that a risk management plan with the objectives of eliminating or reducing 

them to an ‘acceptable’ levels either by living with them while exercising carefully 

the controls that keep them acceptable or by transferring them, by means of insuranc e, 

to some other organizations was crucial.  In the same vein, CSRM-TC incorporated a 

cyber-security risk management framework for the NPS. It further developed 

strategies as road maps that would enable O/M/As to move from where they are now 

to the proposed stage.   

According to Ifinedo (2012) researchers had noted that organizations that paid 

attention to technical as well as non-technical means of protecting their information 

assets and resources were likely to be more successful in their attempts to protect their 

key information system assets. He therefore advised organizations to utilize multi-

perspective approaches for protecting their IS assets and resources. Similarly, CSRM-

TC adopted a multi-perspective approach by considering both technical and non-

technical means of addressing cyber security risks. The model had considered the fact 
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that information security was not just a technology concern but the management of 

user behavior of was essential for cyber security. 

2.3 The Key Players in Cyber Security  

 

Jaccard and Nepal, (2014) stated that weaknesses in network protocols were 

complicated when both System Administrators and users had limited knowledge of 

the networking infrastructure. They clarified that weaknesses in security efforts simply 

resulted when System Administrators did not use efficient encryption scheme, did not 

apply recommended patches on time, or forgot to apply filters or policies. Pilling and 

Works (2013) observed that one pitfall in many organizations was the lack of 

knowledge and understanding between the IT managers and employees, which 

resulted in a poor defensive posture. CSRM-TC also found it essential to identify gaps 

related to security updates and patches during the study.  

According to Mclean (2013) cyber incidents could be caused by a variety of factors 

including vulnerable IT systems and networks, insecure email, lost and stolen devices, 

social engineering, employee actions, system errors and organized crime gangs. 

Based on the above, evident that IT members of staff and all other users at different 

levels were responsible for protecting information systems. Therefore, with that in 

mind, it was crucial that CSRM-TC ensured that the relevant training needs for all 

individuals were studied. Appropriate training would enable them to be technically 

conversant with IT systems or devices in place, and to be competent in configur ing 

them or operating them safely. 
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 2.4 The Significance of Cyber Security Policy in an Organization 

 

Knapp et al. (2009) indicated that the development of an information security policy 

was the first step toward preparing an organization against attacks from internal and 

external sources. They further highlighted that other researchers assured that 

managerial polices may be more effective at reducing computer security incidents than 

many electronic devices. Similarly, the NPS requires policies to enhance a better 

protection effort against cyber security threats in addition to the availab le 

technologies. 

According to Von Solms (as cited in Knapp et al., 2009) policies were especially 

important to information systems security as they provided the blueprints for an 

overall security program and created a platform to implement secure practices in an 

organization. The objective of policy is to provide management direction and support 

for information security in agreement with business requirements and relevant laws 

and regulations (ISO/IEC, 2005). Similarly the development of cyber security policies 

in the NPS would create a platform to all O/M/As to implement secure practices on 

information assets.  

Jirasek (2012) emphasized that network security should be based around formal 

security policies. He clarified that they should be available from high-level natural 

language non-technical policies created by management, down to device and vendor 

specific policies, or configurations, written by network system administrators. In view 

of this, it was vital that CSRM-TC adopts a cyber security policy framework that 
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encompasses policies, standards, guidelines and procedures to guide O/M/As execute 

their duties as expected.  

Kritzinger and Solms (2010) stated that information security awareness, education and 

training is one of the most important aspects to enforce information security in an 

organization. Similarly, the CSRM-TC model addressed the training aspects for all  

staff members at different levels. 

Moore (2012) outlined that to solve problems of growing vulnerability and increasing 

crime, policy and legislation must coherently allocate responsibilities and liabilities so 

that the parties in a position to fix problems have an incentive to do so. In support of 

the above, CSRM-TC policy framework had considered the national cyber security 

legal framework draft that was developed with assistance of the Internationa l 

Telecommunications Unit (ITU) through the Harmonization of ICT Policies in Sub-

Sahara Africa (HIPSSA) project. The framework was developed to address electronic 

communications, cybercrime and data protection in Namibia (HIPPSA First Mission 

Report, 2013). The draft bill was being studied for endorsement by cabinet (Kaze, 

2014).  However the security policy aspect needed to be addressed in order to give 

directives to IT officials on how to manage risks associated with the growing 

vulnerabilities. 

 

 

 

 



25 
 

 

2.5 Good Practices by other countries 

 

Mauritius has defined a risk assessment methodology for the Civil Service. The IT 

Security Unit was leading the implementation of ISO/IEC 27001 Information Security 

standard in the Civil Service as part of National Information and Communicat ion 

Technology Strategic Plan (NICTSP) of 2007-2011 and 2011-2014.  

In Rwanda the Ministry of Education introduced different Information Security 

Course Modules in the overall IT or Computer Engineering program in higher 

education. In the ICT skills development plan, an IT Security Training and 

Certification Program was developed. In addition, a National Cyber Security 

Awareness and Training Program was developed. The aim of this was to promote 

cyber security awareness for internet users and to promote the development of security 

professionals that support the public and private institutions to protect their critica l 

systems against cyber threats. 

In Brazil the ABNT defines the Brazilian versions of ISO IEC standards (e.g. ABNT 

NBR ISO/IEC 27000 series). Through that, the CEPESC – Research and Development 

Center for the Security of Communication Developed scientific and technologica l 

research applied to projects related to the security of communications includ ing 

technology transfer. CAIS RNP also developed the Security Incident Response Team 

to acts in the detection, solution and prevention of security incidents in the Brazilian 

academic network, besides creating, promoting and spreading security practices in 

networks. There is also a CGI.br - the Brazilian Internet Steering Committee that was 

responsible for recommending technical standards and good practices related to the 

Internet, and promoting security best practices. 
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Korea on the other hand developed a National cyber security measures for a systematic 

government- level response to various cyber threats to national security, including four 

strategies established with a goal to realize powerful cyber security:  To strengthen 

promptness of cyber threat response system, to establish smart cooperative system for 

relevant agencies,  to reinforce robustness of cyber space security measures,  to build 

creative basis for cyber security. 

The Personal Information Protection Normalization Plan was also developed to 

promote a general approach for information management and protection of system, 

technology & rights. 

National Information Security Index: An objective and quantitative measure for 

assessing the information security level of the private sector (enterprises and 

individual internet users) 

in Korea. In 2013, the e-Governance Academy of Estonia and the e-Government 

Center of the Republic of Moldova implemented a cybersecurity project with 3 main 

components: The first component consisted in developing a Cyber Security Roadmap 

for Moldovan government institutions.  The second component consisted in 

developing minimum requirements for digital information security for government 

institutions, or what governments should do in order to secure digital information and 

the third component was more generally responsible for, raising awareness among 

government officials and Moldovan citizens on current risks and threats in relation to 

cyber security. 
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It is evident from the practices by other countries above that different initiatives were 

developed in order to address the issue of cyber security. These included, technica l 

measures, legal measures, organizational measures, cooperation and capacity build ing. 

Similarly, the CSRM-TC could consider similar measures and lessons learned to 

develop a suitable framework for the NPS. 

 

The next chapter will focus on the methodology employed for the purpose of this study. 
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2 RESEARCH METHODOLOGY 

 

This chapter outlines the methodology used for the study. The population and sample 

size, design of the research instruments, procedure and an overview of data analysis 

were also presented. The chapter further highlighted the ethical consideration 

adhered to throughout the study.  

3.1 Research Design 

 

The study was designed to use qualitative research methods. A case study in the form 

of an exploratory qualitative research design was used to carry out an in-depth analys is 

of the behaviors of IT staff at different O/M/As when managing various information 

assets, in the absence of cyber security best practices. Surveys and face to face 

interviews were conducted to understand cyber security risks facing the NPS. 

Qualitative methods were used to count and classify features of different threats and 

vulnerabilities identified as well as to construct statistical models and figures to 

explain findings of the study. 

2.2 Population 

 

The population of the study comprised of all IT Managers, Systems Administrato rs 

and Analyst Programmers from the twenty-nine (29) O/M/As of the NPS. This 

population was selected because it consisted of all people that were directly 

responsible for managing the security of various information assets within the NPS. 
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2.3 Sample 

 

Probability and non-probability sampling techniques were used to select the sample 

from the targeted population. Fourteen (14) O/M/As were randomly selected and two 

(2) O/M/As were purposively selected namely: the Office of the Prime Minister 

(OPM) and the Ministry of Information and Communication Technology (MICT). 

Note, the sample also consisted of one (1) IT Manager, one (1) Systems Administrato r 

and one (1) Analyst Programmer from each selected O/M/As.  

The OPM was purposively selected because it consisted of the Department of Public 

Service Information Technology Management (DPSITM), a unit that is mandated to 

co-ordinate all informatics activities on behalf of all O/M/As in the NPS. On the other 

hand, the MICT was selected because it is the custodian of ICT in the country. 

2.4 Design of Research Instruments 

 

Data was collected from various O/M/As through semi-structured interviews and 

mixed questionnaires where both open and closed questions were asked. In order to 

appropriately address the research questions posed for the study, the questionnaire was 

divided into three (3) sections namely Section A, B and C. Each section covered 

questions that were targeted at a specific group of IT staff members that were trusted 

to provide required information. Section A was targeted at IT managers, and high-

level questions that demanded for strategic views were asked. Section B was targeted 

Systems Administrators, and high-technical operational information was required. The 
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last section, Section C was targeted at Analyst Programmer where by information 

relating to application development security was collected.  

2.5 Research Procedures  

 

After pilot testing and adapting the questionnaire, it was administered to all targeted 

forty eight (48) respondents from the three (3) groups namely, IT Managers, Systems 

Administrator and Analyst Programmer from the selected O/M/As. Data was 

collected, coded and processed using the Statistical Package for Social Sciences 

(SPSS) while charts and graphs were generated in Microsoft (MS) Excel. Data 

cleaning process was further conducted through random selection of entries and cross 

checking with questionnaires in order to ensure the integrity of the data set.  

 

3.6 Data Validation and Synthesis 

 

The challenge throughout the data collection and analysis was to make sense of data 

and derive meaning necessary to construct a framework. The researcher developed 

graphs and tables from the data collected through questionnaires. The data from the 

interviews was used to validate the data collected from questionnaires. The researcher 

shared the summary of questionnaire data and scripts from interviews with fellow IT 

colleagues who were also IT staff members at the Office of the Prime Minister at the 

Department of Public Service Information Technology Management. This Department 

consisted of highly trained officials responsible for overseeing and coordinating the 

IT operations of the NPS (IT Policy, 2004). Discussion from colleagues confirmed the 
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researcher’s designations. The scripts from the interviewees were helpful in cross-

checking the data and served as a secondary analysis.  

 

The data from interviews and questionnaires was combined for enriching and 

explaining purposes. The study developed a new theory by developing a conceptual 

framework. Thereafter recommendations based on the findings were developed.  

 

3.7. Research Ethics 

 

All questionnaires were anonymous so that the identities of the participants was not 

disclosed. Appointments for interview were made in advance with the selected IT 

Managers. The purpose of the study was explained before commencing the interviews 

and administering the questionnaires. Respondents were also assured that the 

information provided would be treated with confidentiality and anonymity. The data 

collected was purely used for academic purposes.  

3.8 Data Analysis  

 

Descriptive statistics (frequencies and percentages) were used to analyze the responses 

in MS Excel. SPSS was used to calculate frequency counts of the responses. Tables, 

graphs and charts were further constructed in Excel to illustrate the frequencies of the 

responses in percentages. An Impact/Probability Chart was used to analyze the 

probability of cyber security risk occurrences and their possible impacts on the NPS.  
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4. RESULTS 

 

This chapter presents the results of data collected during the study. The data was 

collected from the targeted sample using questionnaires and interviews. This was, 

therefore further grouped, summarized and presented in the form of graphs, charts, 

tables and themes.  

In order to appropriately address the research questions posed in this study, the 

responses from questionnaires were divided into three (3) sections namely Section A, 

B and C. Section A was targeted at IT managers, and high- level questions that 

demanded for strategic views were asked. Section B was targeted at Systems 

Administrators, and highly-technical operational information was required. The last 

section, Section C was directed at Analyst Programmers in order to get an insight on 

the application development aspect of information security.  

The questions were designed to look at operational and strategic security gaps in 

various O/M/As of the NPS. 
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4.1 Section A: IT Managers  

 

 

Figure 4. 1: Accountability for information systems security 

 

IT Managers were asked to express their views on who they considered as being 

accountable for the information systems security in their O/M/As. Four options were 

provided namely; IT Manager, Systems Administrators, All IT staff and staff 

members. About fourteen (14) managers indicated that they should be held 

accountable for all information systems security concerns in their O/M/As, while all 

the other felt that they were not accountable.  
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Table 4. 1 Order of priority for effective security 

 Advanced 

security 

equipment 

Qualified IT 

security staff 

User education 

and training 

1st Priority 4 16 4 

2nd Priority 12 5 7 

3rd Priority 9 2 13 

 

The participants were asked to prioritise among the three options on what they 

consider as significant towards effective information security. The options were 

advanced security equipment, qualified security staff and user education and 

training. Qualified IT security staff was rated as first, followed by advanced security 

equipment while user education and training was regarded as least important by the 

majority of respondents. 
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Figure 4. 2: Type of Internet connection available in O/M/As 

 

The IT managers were also asked to indicate the types of internet access/connections 

available in their O/M/As. Ten (10) of the respondents acknowledged the presence of 

mobile broadband. Out of the ten (10), wireless internet connectivity were six (6) while 

the remaining  four (4) was of 3G/4G connections accessible through mobile phones, 

USB wireless modems, tablets and IPADs.  
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Figure 4. 3: Documentation in place 

 

In the study conducted, only three (3) of the respondents indicated that they have 

business continuity plan in place. Six (6) indicated that they have disaster recovery 

plan in place. Five (5) indicated that they have IT operational standards and guidelines. 

About two (2) indicated that they have other documentation in place which includes 

IT security policy draft, infrastructure optimization plan, disaster risk reduction plan, 

IT equipment user policy and authentication policy. 
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Figure 4. 4 Physical access control to the server room  

 

Regarding physical access to the server room, respondents were requested to indicate 

the types of monitoring systems they have put in place at their O/M/As. It was 

interesting to learn that all server rooms for all the respondents were monitored in one 

way or the other. About eight (8) managers responded that they use Electronic Access 

Card systems while another eight (8) used Biometric Based Access System. Other 

physical access monitoring systems that were also presented included locked doors, 

CCTVs and electronic keypad which also represented eight (8) occurences.  
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Figure 4. 5: IT staff members with administrative rights to information systems and 
networks 

 

Regarding administrative rights to information systems and networks, it was clearly 

indicated that all IT positions were associated with some sorts of administrative right / 

privileges at varying levels. The dominating group being Systems Administrato rs 

represented nine (9), followed by IT Managers with seven (7) and the least presented 

group was the Analyst programmers taking three (3) responses.  
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Figure 4. 6: Actions taken to prevent cyber crime 

 

During the study, IT managers were asked to indicate if they were aware of 

cybercrime.  It was very interesting to learn that all interviewed managers, 

representing twenty four (24) of respondents indicated that they were all aware. 

The Managers were further asked to indicate the kind of procedures they had put in 

place at their O/M/As to enhance cyber security. As shown in Figure 4.6 above, eight 

(8) of the respondents indicated that they had not put in place any control measure to 

deal with cybercrime. About six (6) said they had covered it in their strategic planning, 

adding that they looked at the new IT solutions and included them in their annual and 

five-year strategic budgeting. Four (4) indicated other control measures like blacklist, 

whitelist, Kaspersky Internet Security (since it has network attack blocker and 

firewall) and dedicated equipment.  
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Figure 4. 7: Security challenges facing O/M/As 

 

The IT managers were also asked to present their views on what they feel are the 

challenges facing their IT units or O/M/As in managing the security of their 

equipment. The majority of the respondents, representing (8) felt that the lack of 

specialized IT staff is the main challenge towards their security. Seven (7) of the 

respondents felt that the main challenges facing them was the problem of retaining IT 

staff. About (5) indicated that they do not receive sufficient budgets allocations to 

cater for their information security needs.  
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4.2. Section B: Systems Administrators  

 

 

 

Figure 4. 8: Security technologies in place in the Namibian Public Service 

 

Figure 8, presents the percentage distribution of the available security technologies in 

the NPS. It was quite interesting to learn that (7) of the respondents indicated that they 

had WSUS, a Microsoft update servers and (10) had firewalls. The IPS and IDS were 

only represented by (1) and (2) respectively. Other security technologies that were 

indicated included domain controller, antivirus server, and access system. This also 

represented (1) of the responses. 
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Figure 4. 9: O/M/A performing security audit on information systems and networks  

 

Fig 4.9 shows the results of security audits responses collected during the study. Only 

eleven (11) of the respondents indicated that they perform security audits on their 

information systems and networks while the remaining (13) of O/M/As do not.  
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Figure 4. 10: Security audit frequency  

The results further showed that out of those that performed security audits on their 

information systems and networks, the majority, representing (7) performed on a 

monthly basis.  Only (6) performed daily while only (3) execute them on request.  
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Figure 4. 11: Antimalware definition update 

The study showed that only (16) of the participated O/M/As were updating their 

antimalware definition files daily while the remaining (8)  was either doing it on 

weekly or monthly basis.  
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Figure 4. 12: DNS scanning 

The respondents were asked to indicate whether they performed DNS scanning at their 

O/M/As in one way or the other. It was notable to learn from Figure 4.13 above that 

(10) of the interviewed O/M/As did not perform DNS scanning.  
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Out of the fourteen respondents (14) that performed DNS scanning, ten (10) did it on 

either weekly or on monthly basis, while others only executed them on request.  

 

Figure 4. 14: Password validity 

 

Information was also gathered on the duration taken for user passwords to expire at 

various O/M/As under study.  About nine (9) of O/M/As indicated that their passwords 

took a month to expire and three (3) indicated that their passwords never expired. 

Twelve (12) of the participants gave other time frames including three (3) and two (2) 

months. Some indicated that their passwords were only changed when a user 

requested. Other respondents also indicated that at their regional offices or for the PCs 

that were not joined to the domain, the passwords did not expire. 
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Figure 4. 15:Backups 

It was motivating to learn that all O/M/As were performing backups. However, out of 

the group that performed backups, only (4) of them kept their backups both onsite and 

offsite, while (12) only kept onsite.  
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4.3 Section C:  Analyst Programmers  

 

 

 

Figure 4. 16: Application development security related course attended 

 

The Analyst Programmers were asked to indicate if they had ever attended a course 

related to application development security. Approximately (15) of the participants 

indicated that they never attended such courses, whilst (9) indicated that they did 

attend similar courses.  
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Figure 4. 17: Reasons for not attending courses related to application development 
security 

 

From the group that never attended a courses on application development security, 

about fourteen (14) stated that there were no guidance from the senior staff members. 

Two (2) said they lacked interest while another four (4) indicated that they were not 

granted from the training committees. 
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Figure 4. 18: Application tests performed by Analyst Programmers 

 

Information was also collected regarding the type of testing that Analyst Programmers 

performed on the applications they developed. About fourteen (14) of the interviewed 

Analyst Programmers said they always performed functional testing whenever they 

were testing their applications and seven (7) indicated that they performed acceptance 

testing. Recovery testing and stress testing was only represented by (2) and (1) 

responses respectively.  
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Figure 4. 19: Security features/measures incorporated during application 
development 

 

Information regarding the type of security measures incorporated by Analyst 

Programmers when developing applications was also collected. About eight (8) of the 

respondents included authentication, and six (6) catered for authorization. Three (3) 

incorporated session management features and (7) included auditing and logging.  

In the next chapter, results and findings are discussed in relation to the objectives of 

the study.   
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5. DISCUSSION 

 

The discussion chapter examines the results of data collected during the study, in 

relation to research questions. The questions posed in the first chapter of this thesis 

were discussed and answered separately. The sub-questions were answered first and 

thereafter the major question was tackled. 

The essential purpose of the study was to understand cyber risks facing the NPS as a 

result of the lack of security best practices. The ways in which various O/M/As were 

managing the security of their information assets was assessed. The objective of the 

study was to advice IT managers and senior officials in the NPS with the necessary 

information regarding the importance of security policies, standards and guidelines to 

provide overall protection for information systems networks across all O/M/As.  

With the growing dependency of societies on ICT and Internet, the existing literature 

has shown that it is important for organisations to protect their information assets 

against cyber threats to avoid IT‐security incidents. Panda et al. (2006) stated that all 

segments of society had become more dependent upon networking and IT, and this 

same technology became an increasingly tempting target for malicious activity. 

Graham et al. (2011) also observed that every day, new vulnerabilities and malic ious 

code threatened systems on networks. Maskun et al. (2013) identified three (3) classes 

of attacks that were possible from Internet, namely service disruption, theft of assets, 

as well as capture and control. They further advised that to eliminate or dismiss cyber 

risks, protection of cyberspace infrastructure is needed in order to stop hackers from 

committing crimes.  



53 
 

 

In support of the above authors, it would be equally important that the NPS adopt 

cyber security best practices such as ISO 27000 series, to prevent or reduce cyber risks 

and protect the Government IT infrastructure across all O/M/As. Furthermore this 

adoption of cyber security best practices would be required to maintain the 

confidentiality, integrity and availability of information also referred to as CIA triad. 

Barman (2002) advised that the only way to understand your infrastructure was to 

perform a full risk assessment on the entire enterprise and then ensured that 

information security policies appropriately addressed diverse threats. Similarly, a risk 

assessment was conducted in the NPS to collect sufficient information that could be 

used as inputs to the development of the CSRM-TC model. 

Other important aspects regarded to be crucial in the management of security risks 

included: configuration management and control, business continuity and disaster 

recovery, incident response planning, security training, physical / logical security, 

personnel security, security assessments, access control mechanisms and encryption 

technologies. 

 

5.1 What cyber security risks are facing the Namibian Public Service?  

 

For the purpose of this study, the researcher learned that in order to successfully 

understand the security risks facing the NPS, it was important to first identify the 

information assets that needed to be protected against security threats. Thereafter, the 
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possible threats and vulnerabilities facing those assets would be identified and 

analyzed to determine the potential risks.  

In this study, a cyber-security risk (hereinafter referred to as risk) is defined as the 

potential loss, damage or destruction of an information asset as a result of a cyber-

threat exploiting vulnerability. A threat is defined as an object, person or other entity 

that represents a constant danger to an asset (Whitman & Mattord, 2008).  Donald 

Pipkin in his book defined system vulnerability as a condition, a weakness of or an 

absence of security procedure, or technical, physical or other controls that could be 

exploited by a threat (as cited in Kizza, 2013).  

5.1.1 Information Assets Identification 

 

According to Rok and Borka (2008) the first step in security risk analysis process was 

to identify the organization’s information assets. They defined these assets as 

information and resources that had value to the organization. CSRM-TC identified six 

types of information assets in the Namibian Public Service to be considered for cyber 

security. These were hardware, software, data, people, services, procedures and 

networks. 
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5.1.1.1 Hardware  

 

The hardware that were identified during the study included all physical computing 

devices and network related equipment. These included computers, laptops, cellula r 

phones, tablets, printers, servers, routers, switches and firewalls. The identified 

hardware needed to be protected against physical theft and unauthorized access. When 

some of these assets are lost or stolen, the value of information inside them might be 

much higher than their monetary values. This was particularly risky when an 

equipment was lost with data that had not been effectively backed up or was too 

sensitive to disclose. Business operations may also be interfered as a result of such.  

5.1.1.2 Software 

 

The software considered for the study included system software, all applications (off-

the shelf and custom written) and utilities software. These were considered because it 

was believed that a gap in the protection efforts for any of these software resulted in 

software vulnerabilities. 

5.1.1.3 Data  

 

Data was believed to be the main target of attack to information systems. The study 

considered the protection of data at rest, in processing as well as data in transit via 

communication channels.  Data needed to be protected against unauthorized access 

and integrity violation. 
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5.1.1.4 People  

 

The people considered, included all public servants, application developers, IT staffs 

and customers. People needed to be protected and educated so that they would be 

aware of the safe and unsafe system practices. These would also assist in reducing the 

chances of risks that occurred as a result of unintentional behaviors.  

Other issues considered included: 

a) Services 

 

Services included those that rendered within O/M/As, between them, outside to 

external stakeholders as well as to members of the public. The availability of public 

services needed to be guaranteed at all times. 

b) Procedures 

 

The procedures for carrying out various tasks in the NPS while adhering to the security 

principles were also considered to be one of the critical matters to be addressed in the 

NPS for effectiveness. 

c) Network Communications 

 

All interconnections or communication channels within and around the NPS network 

where data could travel through were also identified as crucial. 
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5.1.2 Threats Identification 

 

Mouna et al. (2014) stated that managers needed to know threats that influenced their 

assets and identified their impact to determine what they needed to do to prevent 

attacks by selecting appropriate countermeasures. Threats to the NPS were observed 

and identified from the information collected during the study. These threats were 

further classified as either intentional or unintentional.  

5.1.2.1 Intentional Threats 

 

a) Infection with Malware (malicious software)  

 

Malware considered in this study included viruses, worms, trojan horses and many 

other software designed to “infect” computers or install themselves onto them without 

user’s permission. Kim et al. (2011) stated that computers around the world are 

vulnerable to infections by thousands of newly created malware if update was delayed 

even to a single hour. The results of this study showed that eight (8) of the participated 

O/M/As were not updating their antimalware definition files regularly. They were 

either performing them on weekly or monthly basis.  

According to the interview conducted with IT staff members, some IT equipment were 

not joined to the O/M/A domains hence, it was difficult to have full control of 

antimalware deployments. They indicated that laptops and standalone PCs that were 

mostly used at regional offices out of Windhoek were not normally part of the domain. 

Therefore, they were mostly left out from automated antimalware update deployment.  
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Jaccard and Nepal (2014) indicated that once malware was carried out to the victim’s 

system, cyber criminals could utilize many different aspects of existing vulnerabilit ies 

in the victim’s system further to use them in their criminal activities. The results shown 

in this study therefore showed a gap in the protection efforts of malware threats in the  

NPS. 

b) Insider Abuse 

 

The possibility of insider abuse was identified in reference to the allocation 

administrative rights to IT staff. The dominating group was Systems Administrato rs 

represented by nine (9) respondents, followed by IT Managers with seven (7) and 

Analyst Programmers had three (3) responses.  Lee (2012) stated that organizat ions 

needed to take a close look at the privileged access within their own walls, to make 

sure that all access rights were appropriate and necessary to those employees using 

them, and – more importantly – that the information they accessed was being used 

appropriately at all times.  

 

The interview results showed that the allocation of administrative rights came as a 

result of the fact that there were no clear boundaries in the duties and responsibilit ies 

of the different IT job categories. In most cases the IT Administrators and Analyst 

Programmers executed the same duties hence the need for administrative rights 

allocation. COBIT 5 defines information security roles and structures and also 

examines accountability over information security, providing examples of specific 

roles and structures and what their mandate is, and also looks at potential paths for 
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information security reporting and the different advantages and disadvantages of each 

possibility (ISACA, 2014). 

 

According to the CSI Computer Crime and Security Survey in 2008, the second most 

frequent incident was insider abuse (Richardson 2008). Besides malicious purpose, 

people unintentionally made mistakes. In response to insider abuse CSRM-TC 

identified that the issue of access privileged allocation was not properly managed due 

to an unclear division of roles and responsibilities. 

c) Equipment Theft 

 

Although Figure 4.4 indicated that all O/M/As were active about physical security, 

equipment theft was one of the threats that were common to any organization and 

requires continuous monitoring. It appeared that portable devices like laptops and 

tablets were most commonly vulnerable to these type of threats. 

The interview results also showed that some users were only assigned laptops for 

official purposes. They further indicated that these users were storing the officia l 

information locally on the devices and sometimes backups were not performed. That 

therefore posed a great risk when such equipment got lost or stolen. Although Fig. 4.4 

indicates that there were a number of control measures towards physical security, but 

interviews indicated that monitoring and audit were not done regulary on the systems 

in place.  
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5.1.2.2 Unintentional Threats 

 

a) Human Error  

 

Human error may occur when a user provides wrong inputs to the system or when they 

set wrong configurations. This becomes a concern when users have accounts with 

administrative rights that enable them to make changes to the devices or application 

settings. Humphley (2008) emphasized that human error or mistakes in handling data 

through careless working or lack of training can threaten the integrity of information 

assets. This possibility of human error threats was also noted in the NPS based on the 

results of administrative rights allocation and lack of training as shown in Figure 4.5 

and Figure 4.17 respectively. 

 

b) Equipment Malfunction 

 

This includes any malfunction to the physical devices as a result of hardware threats. 

Jaccard and Nepal (2014) indicated that the lack of tools support in hardware 

detection, and hardware-based attacks have been reported to be on the rise. They 

referred specifically to the hardware Trojan stating that it could physically destroy, 

disable, or alter the device’s configuration, for example, causing the processor to 

ignore the interrupt from a specific peripheral.  

The lack of hardware threat detection tools were equally lacking in the NPS. This was 

proved during the interviews when participants indicated that they did not have tools 

to detect hardware-based attacks.  
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c) Software Malfunction 

 

Jaccard and Nepal (2014) stated that the majority of cyber-attacks today still occur as 

a result of exploiting software vulnerabilities (caused by software bug and design 

flaws) or fault in computer programs (such as internal OS, external I/O interface 

drivers), and applications. This gap was also identified from the study in reference to 

the results presented on antimalware updates as well as the lack of security related 

training for Analyst Programmers when the whooping nineteen (19) respondents 

indicated that they never attended security trainings. 

5.1.3 Vulnerabilities 

 

Rok and Borka (2008) defined vulnerability as a weakness in security procedures, 

technical controls, physical controls or other controls of an asset that a threat may 

exploit. They emphasized that although most security incidents were caused by 

vulnerabilities presented by flaws in software, others were caused by human factors. 

Kim (2011) advised that the best way to minimize vulnerabilities in software and 

prevent attacks was to follow best practices in the design, coding, testing, operation 

and maintenance of software. 

The following vulnerabilities were observed in the NPS during the study. 
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5.1.3.1 Lack of User Education and Training 

 

The aspects of the lack of user education and training was confirmed when IT 

Managers were asked to present their views on what they pursue as the challenges 

facing their IT units or O/M/As in managing the security of their equipment. The 

majority of the respondents, representing eight (8) respondents felt that lack of 

specialized IT staff was the main challenge towards their security.  

Similar observation was also made when Analyst Programmers were asked to indicate 

if they ever attended courses related to application development security but majority 

of the participants representing nineteen (19) indicated that they never attended such 

courses. Further, fourteen (14) of those who never attended these courses indicated 

that there was lack of guidance from the supervisors while four (4) indicated that the 

funds were limited. 

Sanderson (2011) emphasized that everyone who manages, administers or operates IT 

infrastructure needed to become security conscious. He emphasized that organizat ions 

that assess risks and train staff were more likely to implement security policies, 

procedures and technologies that protected vital assets. The result shown from the 

study however shows a gap on the training aspects in the NPS.    

Qualified IT security was also not considered as first priority as indicated in Fig 4.1. 

The procurement of sufficient security equipment was instead preferred as a first 

priority. However, the (ITU, 2015) report stated that capacity building is intrinsic to 

technical and organizational measures. The report affirmed that understanding the 
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technology, risk, and implications could help develop better policies, strategies and 

organization. 

5.1.3.2 Account with Weak or No passwords  

 

Julisch (2013) stated that weak, default or shared passwords continued to be a frequent 

security problem. Kim (2011) also assured that hackers often exploit weak 

authentication to break into computer systems.  

During the study, information was also gathered regarding the duration taken for user 

passwords to expire on different applications at various O/M/As. A similar observation 

made with antimalware updates was also echoed here when three (3) of the 

respondents indicated that user passwords for PCs that were not joined to the domain 

never expired. These include portable devices as well as desktop computers used at 

regional offices.  

Twelve (12) of the participants gave other time frames from two (2) to over three (3) 

months while some indicated that their passwords are only changed when users 

requested so. Graham et al. (2011) advised that it is important that systems 

administrators enforce sufficient password construction complexity rules to frustrate 

both dictionary and brute-force attacks. 
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5.1.3.3 Unpatched or Outdated Software 

 

Unpatched or outdated software was one of the vulnerabilities identified during the 

study. In addition to the results showing that seven (7) of O/M/As were not regular ly 

updating their anti-malware applications, only six (6) indicated that they were making 

use of Window Server Update Services (WSUS) in their O/M/As. According to the 

Systems Administrators interviewed, WSUS enables administrators to authorize or 

publish and distribute windows updates automatically within a network. WSUS caters 

for critical updates, definition updates, drivers, feature packs, security updates, service 

packs and update rollups. The study showed that only six (6) of O/M/As are deploying 

windows updates automatically. All in all, windows operating system is widely used 

in all O/M/As of the NPS.  

Shostack (2003) observed that many systems were left unpatched for months, even 

years, and the consequences of not updating systems promptly with necessary patches 

could cause severe damage. Rok and Borka (2008) clarified that to fix vulnerabilit ies 

in software products, vendors release patches. They advised that organizations must 

act fast and apply patches to the system as soon as they are released by the vendor in 

order to avoid damages due to malicious acts. However, the instant application of 

security patches was not reflected during this study. 
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5.1.3.4 Missing or Inadequately Documented Policies, Standards & Procedures  

 

In the study conducted, it was noted that three (3) of the participated O/M/As had 

business continuity plans in place. About six (6) had disaster recovery plans in place, 

and 5 indicated that they had IT operational standards and guidelines and one (1) 

indicated that they had none of the stated documentation in place. Also, about two (2) 

indicated that they had other documentation in place which included IT security policy 

draft, infrastructure optimization plan, disaster risk reduction plan, IT equipment user 

policy and authentication policy. 

 

These results presented a lack of standardization and uniformity in the availab le 

procedures, guidelines and documentation. These documentations could be of high 

importance to recover from critical situations should a disaster strike. 

 

 

5.1.3.5 Backups  

 

One of the vulnerabilities indicated during the study was on backups. Figure 4.16 

shows that fourteen (14) of interviewed O/M/As were keeping their backups onsite. 

However, Westfall et al. (2012) advised that backups should be taken completely 

offsite to ensure protection against intentional or unintentional deletion of files, server 

security breaches, server hardware failures, and physical threats to the machine.  
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The interviews conducted also revealed that data on mobile or portable devices were 

not regularly backed up. This therefore also presented another information security 

challenge in the NPS. 

5.1.3.6 Adoption of New Technologies  

 

Broadband has gained more popularity nowadays due to mobility convenience 

reasons. The adoption of mobile broadband technologies including 3G/4G has 

increased the entry points to the NPS information systems and networks. This was also 

confirmed during the study when IT managers were asked to indicate the types of 

internet access/connections that were available in their O/M/As. About ten (10) 

acknowledged the presence of mobile broadband. Out of the ten (10), wireless Internet 

connectivity made up six (6) while the remaining 4 was made up of 3G/4G connections 

accessible through mobile phones, USB wireless modems, tablets,  IPads and Wireless 

Fidelity (Wi-Fi).  

The adoption of cloud computing has also enabled staff members to subscribe to cloud 

applications. This was confirmed when some participants indicated that they were 

using these services (mostly “Dropbox”) to store data and save storage spaces on their 

devices. This therefore presented another security gap. 
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5.1.4 Risks 

 

5.1.4.1 Unavailability of Service 

 

As the NPS continues to prosper towards making Namibia a “knowledge based society 

and technology driven nation” as stated in the Vision 2030 of Namibia, most of the 

government services are being computerized, automated, and interconnected to 

improve security delivery. 

One of the initiatives towards embracing this is e-Governance. Through this initiat ive, 

electronic systems were expected to be accessed by all via Internet through the 

government web portal. Zhao (2010) observed that the growing popularity of e-

Government services on Internet, e-Government sites might become potential targets 

for cyber attackers and terrorists. Halcnin (2004) stated that cyber intrusions into e-

Government network systems could impair e-Government services any time if the e-

Government sites were not properly secured. Therefore, given the threats and 

vulnerabilities identified during the study, the NPS could be at risk of possible 

unavailability of services should nothing be done to the current situation. 

 

5.1.4.2 Exposure of Sensitive Data 

 

Sensitive data is exposed when confidential data of the NPS is revealed to 

unauthorized recipients when intruders gain access through weakness in computer 

systems. Through interviews, the study revealed cases whereby laptops and other 

equipment of the NPS could get lost or stolen. Other cases also showed how access to 
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the server room was not audited. Other results showed how different users could all 

have administrative rights to network resources. Others showed the lack of trainings. 

Others showed the lack of password management and patches. 

 

5.1.4.3 Identity Theft 

 

When intruders uses identifiers belonging to the NPS to impersonate themselves. 

The issue of passwords, administrative rights and patches indicated in this study 

shows a possibility of identity theft if not managed appropriately.  

5.1.4.4 Distributed Denial of Service (DDoS) Attack 

 

Jaccard and Nepal (2014) indicated that DNS had been the target of several Denial-

of-Service (DoS) attacks. Kim (2011) explained that Denial of Service attacks floods 

a target computer system with bogus requests, making it unable to provide normal 

services to intended users.  

During the study, respondents were asked to indicate whether they performed DNS 

scanning at their O/M/As in one way or the other. It was remarkable to learn from 

Figure 4.13 that ten (10) of the interviewed O/M/As did not perform DNS scanning. 
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5.1.4.5 Software Defects 

 

To avoid cyber incidents results such as damage to infrastructure, down time, service 

interruption, exposure of sensitive data, theft of intellectual property and fraud 

software systems also need to be protected and updated. The lack of security updates 

on applications and the security training gap identified might lead to instability 

resulting in software defects. 

5.1.5 Risks Impacts 

 

From Chapter 3 above we learned that risk occurs as a result of an intersection between 

an asset, a threat and a vulnerability. This happens when a threat exploit vulnerabil ity 

in an asset leading to an unpleasant result as demonstrated in Figure 5.1. 

 

Threat 

Risk

Vulnerability

Asset

 

Figure 5.1 Asset-Threat-Vulnerability-Risk 
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Sanderson (2011) stated that in order to assess potential risks, managers must examine 

each section of the organization’s process, looking for security vulnerabilities.  He 

emphasized that managers needed to understand exactly which files, databases and 

columns are sufficiently sensitive to warrant the additional cost of protection. Contrary 

to the results shown in Figure 4.1 all IT managers therefore needed to take ownership 

of the various information systems in their O/M/As and be accountable for all the 

security responsibilities.  

Based on the risks identified, the following impacts were identified.  

5.1.5.1 Damaged Reputation of the Namibian Public Service 

 

Damaged reputation was identified as a potential risk as a result of identified physica l 

and technical threats that are capable of causing information compromise or 

misappropriation. Sanderson (2011) indicated that failing to manage physical and 

digital information can result in potentially catastrophic financial and reputationa l 

damage. Similarly, if the security threats and vulnerabilities identified in this study are 

not managed, reputational damage may occur in the NPS. Looking at the results 

presented under from the interviews it was evident that a security risk may spread 

throughout the government systems unnoticed if no proper monitoring and controls 

are not put in place.  
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5.1.5.2 Financial Loss 

 

The financial loss impact may occur as a result of crisis managements of risks, 

replacement of damaged systems as well as other recovery costs. Also considering the 

fact that there is no sufficient capacity of security individuals and foundationa l 

measures are not in place it is evident that the government may be required to spend 

money on recovery costs. 

5.1.5.3 Loss of Personal Privacy 

This would happen when individual’s personal data is illegally accessed or obtained 

from the NPS information systems. Data from this study has shown that, more than 

one staff members are using a common username and password on certain 

applications. This in itself provides evidence of danger to personal privacy.  

5.1.5.4 Loss of Confidentiality 

This may happen in any situation when data is disclosed to any unauthor ized 

individual. Data from the study has supported the possibility loss of confidentia l ity 

with the allocation of administrative rights and when staff members share passwords.  
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5.1.5.5 Danger to Personal Safety  

 

Individuals whose private data is disclosed may suffer more personal harm. The 

information assets, threats, vulnerabilities and risks identified during the study were 

summarized in Table 5.2 as follows: The information from the study indicated that 

there is no close monitoring of systems in terms of who accessed what and so it may 

not be known when certain information about an individual has been leaked or not. 

These might land sensitive information of individuals in wrong hands. 

Table 5.2: Security risks identification process 

Information 

Assets 

Threats Vulnerabilities Risk  Impacts 

a) People  

b) Hardware 

c) Software 

d) Data 

e) People 

f) Services 

g) Procedure

s 

h) Network 

communic

ations  

a) Malware  

b) Insider 

abuse 

c) Equipment 

theft 

d) Human 

error 

e) Hardware 

malfunction 

f) Software 

malfunction 

a) Lack of user 

education and 

training 

b) Accounts with 

weak or no 

passwords 

c) Unpatched or 

outdated 

software 

d) Missing or 

inadequately 

a) Unavailabilit

y of Service 

b) Exposure of 

sensitive data 

c) Identity theft 

d) Violation of 

privacy 

e) Distributed 

Denial of 

Service 

a) Damaged 
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the Namibian 

Public 

Service 

b) Financial 

Loss 

c) Loss of 

confidentialit

y 

d) Legal actions 
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documented 

policies, 

standards and 

procedure 

e) Backups  

f) Adoption of 

new 

technologies 

(DDoS) 

attack 

f) Software 

defects 

 

e) Danger to 

personal 

safety 

 

Table 5. 1 Security risks identification process 

 

5.2 What strategies can be employed to mitigate risks facing the Namibian 

Public Service?  

 

The diagram below summarizes the cyber security risks cycle. 

The figure shows that a threat exploits vulnerability in an asset, resulting in a risk 

that causes damages to an asset. These threats therefore need to be controlled to 

reduce the risk impacts. 
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Figure 5.2 Cyber Security Cycle Summarized 

Based on the risks identified a qualitative analysis was performed. This was based on 

probability of occurrence and possible impacts should the risk occur. 

The study encouraged that appropriate security measures should be in place to ensure 

that information assets remain secured and that whatever might happen should not lead 

to a complete disaster that might halt the NPS operations.  

To determine the appropriate strategies that needed to be employed by the NPS there 

was a need to carry out an assessment of risks identified during the study. This was 

also supported by Rok and Borka (2008) when they stated that once security risks have 

been identified, they must be assessed as to their potential loss and to the probability 

of occurrence. They defined this assessment as the determination of potential effect of 

an individual risk by assessing the likelihood and impact should it occur. Similarly, in 

this study, the assessment was conducted on the risks identified to determine their 

probabilities of occurrence and impacts should they occur. This was performed to 

assist the NPS in taking informed decision regarding the necessary investment in 

security controls.  

The assessment was also important to enable prioritization of risks so that majority of 

time and efforts is spent on the crucial dangers. 

To prioritize these, an Impact/Probability Chart was used to rate the potential risks and 

decide on those that requires high level of attention. 
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With this chart, security risk is viewed from two primary dimensions:  

1. Probability – the probability of a risk is the extent to which it is likely to 

happen. 

2. Impact – An impact on the other hand, is the adverse effect that may result 

if the risk strike.  

In this chart, the probability of risk occurrence was represented on one y-axis. 

Whilst, the impact, was represented on the x-axis.  

The three key risks identified were analyzed in the Impact/Probability chart as shown 

it Table 5.2. 
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High   Unavailability of 

service 

Medium  Exposure of 

sensitive data 

 

 Low DoS   

 Low Medium High 

Impact of Risk 

Table 5. 2 The risk impact/probability chart  

 

The chart presents the following information: 
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 A Low impact/low probability – low level temporary risks that may 

sometimes be ignored. 

 A Medium impact/medium probability – these are risks with which the 

NPS can cope but an effort to reduce the likelihood of occurrence is 

important. 

 High impact/high probability –very critical risks that requires serious 

attention and so, they should be prioritized.  

To successfully address cyber security risks in the NPS, the attention and 

resources should go to the medium and high priority areas through adopting 

various suitable strategies.  

The Risk Mitigation Strategy  

Mitigation is the choice of reducing the impact of the resulting damage to an 

acceptable level. The mitigation strategies are required to minimize the magnitude or 

impacts of the residual risks. It is important that the NPS identifies appropriate 

mitigation strategies for the various risks identified during the study. The NPS is 

required to perform a cost-benefit analysis and decide on the best possible strategies 

based on the risks at hand. The mitigation strategy options are as explained below. 

Risk Acceptance: is a strategy that is taken when the cost of other management 

options such as avoidance or limitation is greater than the cost of the risk itself. 
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Risk Avoidance: is the action that avoids any exposure to the risk. Avoidance is the 

choice to avoid a risk by removing the source and/or consequences. Examples are 

deleting some functions in the system or even removing the whole system. The NPS 

needed to look at obsolete systems that could no longer be updated, old operating 

systems and applications that are no longer supported by their developers and perform 

security risk analysis. 

Risk Limitation: is the act of trying to minimize the impact of the risk. Limitation is 

the choice to mitigate the impact of vulnerability exploitation by implementing proper 

information security systems or tools such as antivirus or firewall or implementing 

proper security policies such as access control or passwords.  

Risk Transference: Involves handing over the risk to a third party if it cannot be 

handled internally. Transference is the choice to shift risk to other assets, processes or 

organizations by outsourcing information security services, buying rethinking how 

services are offered, revising deployment models or implementing service contract 

with providers (Whitman & Mattord, 2008). Therefore risks that were identified but 

could not be managed within the public service should be transferred to trusted service 

providers. 
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5.3 How can cyber security risks be addressed to protect data and control threats  

in the Namibian Public Service?  

From the study conducted, it could be learned that to address the current cyber security 

risks facing the NPS, it is important that all information assets that were identified 

during the study were secured. It is also important to ensure that security control 

measures against the identified threats and vulnerabilities were in place. The 

appropriate countermeasures for the risk identified should also be implemented 

according to cyber security best practices. 

Maskun et al. (2013) stipulated that the activities and other measures to protect 

computers, computer networks, related hardware and software can include security 

audits, patch management, authentication procedures, access management, detection 

and reaction to security events, mitigation of impacts, and recovery of affected 

components. They added that other measures can include such things as hardware and 

software firewalls, physical security such as hardened facilities, and personnel training 

and responsibilities. 

Therefore, it should be understood that to address cyber security risks in the NPS, the 

subject of cyber security needed not to be considered only as an IT problem but as an 

organisational concern that needed to be addressed from the top management. In this 

way, physical, procedural, technical and regulatory security controls would be 

considered concurrently. 
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Based on the results of the study, the researcher believes that, to protect data and 

control threats in the NPS, the following should be considered: 

 

a) All information assets in all O/M/As were identified and classified in terms of 

security access levels. 

b) Both technical and non-technical foundational cyber security control measures 

needed to be addressed. Julisch (2013) observed that many organizations fail 

to implement foundational security controls and consequently, were easy 

targets for opportunistic and novice attackers. 

c) Ensuring security controls for addressing the identified threats and 

vulnerabilities were in place. These included preventative controls, detective 

controls and corrective controls. 

d) The development of the cyber security cyber security policy framework for the 

NPS based on best practices and standardize them across all O/M/As was 

necessary. This should be in terms of policies, guidelines and procedures. 

e) Ensuring that all relevant policies, from general to device and application 

specific were developed, implemented and executed. 

f) Ensuring that all O/M/As adopt, implement and comply with the developed 

framework. 

g) Relevant security training on general cyber security, application level, device 

level and action based security are made compulsory to all staff. 

h) Clear roles and responsibilities for the different job categories are set and 

adhered to ensure clear allocation of access level privileges. 
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i) Performance of regular monitoring and evaluation on security controls to 

ensure effectiveness. Calder and Watkins (2012) advised that it is essential that 

security processes and procedures are completely up to date, to reflect current 

risks. 
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6. PROPOSED FRAMEWORK 

 

This chapter presents the Cyber Security Risk Management and Threat Control 

(CSRM-TC) model.  The model was introduced to manage cyber security risks 

identified during the study. This model could be adopted in the Namibian Public 

Service for the harmonization of cyber security risk management strategies in all 

O/M/As.  

In the NPS, information systems continue to be interconnected and made accessible 

through the internet in the absence of cyber security best practices. Considering this 

gap the study was carried out to identify how these non-technical information security 

issues had impacted the effective utilization of technical security measures looking at 

both internal and external influences. 

The model was therefore developed to enhance the effectiveness of existing security 

measures, by controlling both internal and external targeted or widespread threats.   

The different components of the architecture were explained separately in details as 

shown below:  

The CSRM-TC model consists of three (3) key components namely: Cyber Security 

Policy Framework, Cyber Security Risk Management and Cyber Security Threat 

Control. These components are integrated to control threats and minimize impacts of 

the resulting risks within the NPS. 
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6.1 Cyber Security Threat Control  

 

This component is responsible for controlling both external and internal security 

threats through prevention, detection, correction and reporting. Information regarding 

various threats detected are compiled and presented under the reporting section to be 

fed into the Cyber Security Policy Framework. This was done to enhance the relevance 

and effectiveness of the policy framework through regular updates. Figure 6.1 shows 

the relationship between various phases within the Cyber Security Threat Control. The 

different components were explained in details as shown below: 

 

Figure 6.1 Cyber Security Threat Control 

a) Prevention: this component is responsible for blocking known security threats 

originating from both internal and external sources. These could be at the level 

of network perimeter (e.g. Firewalls, Intrusion Prevention Systems (IPS)) or 

physical security (e.g. lockable doors and security guards) as well as at the level 

of device or application (e.g. Passwords) 

PREVENTION

DETECTION

CORRECTION

REPORTING
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b) Detection: this component is responsible for recognizing threats that may have 

protruded to the protected zones. These could be alarm systems for physical 

access or Intrusion Detection Systems (IDS) at the network perimeter level. 

c) Correction: This is the corrective action taken against the threat detected.   

d) Reporting: The action taken on the various threats are documented and fed into 

the Cyber Security Policy Framework for review and consideration. 

 

6.2 Cyber Security Risk Management 

 

To enhance the availability of public information and services at all times, residual 

risks are taken through the management component, where they are analyzed and 

controlled. Processes under risk management are shown in Figure 6.2. The different 

components are explained in details in terms of their functionalities. 

 

CYBER SECURITY 
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6.2 Cyber Security Risk Management  
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The Risk Management component consists of two major phases namely Analysis and 

Control. When residual risks are encountered they enter the Analysis phase, where 

they will be evaluated and treated.    

During evaluation the probability and impact of individual risks, as well as their 

interdependencies are investigated.  Evaluation assists with the decisions made under 

treatment whereby risks are treated through mitigation, elimination, prevention or 

reduction. 

 On the other hand, the Control section is responsible for monitoring risks after having 

been treated, and reporting on the findings. The monitoring component is responsible 

for inspecting whether the established controls are functioning properly or not. The 

reporting component presents information or actions gathered during monitoring. This 

information is therefore fed into the Cyber Security Policy Framework for review and 

policy update. 

 

6.3 Cyber Security Policy Framework:  

 

This components comprises of all relevant security policies, standards, guidelines and 

procedures developed according to cyber security best practices. Kizza (2013) stated 

that vulnerabilities not only exist in hardware and software that constitutes a computer 

system but also in policies and procedures, especially security policies and procedures 

that are used in a computer network system and in users and employees of the 

computer network system. Sanderson (2011) emphasized that when assessing risk, it 

is imperative to have policies and procedures that provide a good understanding o f 

where data lives at any point in time. He defined policies as formal, high level strategic 
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document of intent.  He further defined standards as mandatory requirements on 

specific hardware or software that are more detailed than policies. In addition, he 

defined procedures as step by step operational instructions that is tied to a specific 

technology or devices. 

This component provides O/M/As with ways of executing cyber security policies in a 

standardized manner and it is updated with information from Risk Management 

Component, Threat Control Component, as well as the international security best 

practices. 

Cyber Security Policy Framework

 

User Education and 

Awareness

 

Audit and Compliance

 

Implementation and 

Enforcement

 

Figure 6.3 Cyber Security Policy Framework 

 

a) Security Best Practices 

 

The framework is based upon internationally recognized best practices including the 

following: 
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 ISO/IEC 27001 is the international standard for best practice information 

security management systems (ISMS) (Calder and Watkins, 2012). 

 ISO/IEC 27032 is the international standard focusing explicitly on cyber 

security (Calder and Watkins, 2012). 

 ISO/IEC 27035 is the international standard for incident management which 

forms the crucial first stage of cyber resilience (Calder and Watkins, 2012). 

 ISO/IEC 27031 is the international standard for ICT readiness for business 

continuity (Calder and Watkins, 2012). 

 ISO/IEC 22301 is the international standard for business continuity 

management systems and forms the final part of cyber resilience (Calder and 

Watkins, 2012).  

b) Audit and Compliance 

 

Under this component, information systems and/or O/M/As are reviewed on their 

adherence to regulatory guidelines stipulated in the policy documents.  

c) Implementation and Enforcement 

 

 This component is responsible for ensuring that all necessary security measures are 

applied and executed according to the rules provided.  

d) User Education and Awareness 

 

This component caters for a compulsory staff training program whereby contents of 

the security policy are regularly explained to all users to maintain awareness. 

Sanderson (2011) advised that when an organization has defined its processes for 
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ensuring that sensitive data is properly protected and handled, it is important to ensure 

that the people responsible for carrying out its security were informed and trained.  

It is also equally important that the acceptable and non-acceptable user actions are 

clearly explained to staff members within the NPS, as stipulated under the Cyber 

Security Policy Framework. Relevant technical training to all end-users on various 

applications as well as for IT staff is carried out under this section.  This component 

promotes effective and optimal utilization of information systems by minimizing the 

chances of unintentional errors through training. 

6.4 Cyber Security Risk Management and Threat Control Model 
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a) Vulnerable Information Assets:  

 

Figure 6.4 represents information assets of all O/M/As. These include connected 

computing devices, personnel, applications, services, telecommunications systems, as 

well as data in transit, at rest or in processing within the NPS. The information assets 

are deemed vulnerable as a result of constant insider abuse and the unceasing 

evolvement of security threats from the cyber space.  

b) Perimeter Defense (External Security Controls):  

 

Refers to the security controls at the edge of the network that blocks external threats 

from entering the network. All possible threats originating out of the NPS are managed 

under this component. These include threats from internet, physical theft, threats 

associated with mobile and cloud solutions as well as those associated with outsourced 

ICT solutions. 

c) Internal Security Control 

 

This section addresses security risks that might occur as a result of insider/interna l 

threats originating from either end-users or IT staff. All potential technical and non-

technical security threats originating within the NPS are managed under this section. 

These include human errors, fraud, identity theft, violated confidentiality and integrity. 

Sarkar (2010) stated that the greatest security threat comes from the person with 

authorized access. Jouini (2014) also stated that implementing perimeter defenses can 

protect an organization from the outside but it cannot address the dangers from within. 

He added that insiders can pose significant risk to information security if motivated.  
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d) Residual Risk 

 

When unknown threats manage to bypass the ‘threat control’ and strike through the 

available security controls to expose the vulnerabilities within the information assets, 

a certain risk may occur. This stubborn danger that is not prevented by the availab le 

security controls is referred to as residual risk and is treated under the management 

component. 

e) Uninterrupted Service:  

 

This represents a continual service provision within and outside the NPS. This means 

that, even if a disaster strike, the delivery of service to customers does not cease but 

continues uninterrupted due to the availability of security controls.  

6.5 Maximising the CSRM-TC Model 

 

This model could be maximized when the NPS embrace it as a compulsory model and 

adopt other relevant best practices for each component. For instance, COBT 5 as a 

framework for the governance and management of enterprise IT connects and aligns 

with other major standards and frameworks. Similarly, the CSRM-TC was designed 

to operate in the same way.  

CSRM-TC comes with the risk management component that aims at providing 

awareness and training to users and IT staff members. The training and awareness on 

security need further guidelines to be developed and standardized based on the need 

at hand.  
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The next chapter presents the conclusions of the study as well as proposed 

recommendations for future studies. 
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7: CONCLUSIONS AND RECOMMENDATIONS 

 

This chapter presents the conclusions and recommendations made in the study. These 

were based on the results of the study, literature and empirical data analysis. In this 

chapter the suggestions for future research were also presented. 

7.1 Conclusions 

 

The study investigated behavior of various O/M/As on managing the security of their 

information assets in the absence of cyber security best practices. These include 

security policies, standards and guidelines in the NPS. Cyber security is required to 

ensure that all the organizational information assets are protected against unauthor ized 

access and all possible threats originating from the cyber space and within the NPS.  

The study revealed that although there may be an abundance of security technologies 

in the NPS, the absence of security policies, standards and guidelines has led to a huge 

disparity regarding the way in which information assets are managed in various 

O/M/As. This therefore poses security risks to the NPS information assets especially, 

as systems continue to be interconnected. 

The researcher further noted that in order to provide effective cyber security, it is 

important that all information assets that need to be protected are identified and 

classified. 
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It was very interesting to learn that all participated IT Managers were aware of 

cybercrime but also sad to learn that only (23.5%) have actively covered it in their 

strategic plans. They clarified that improved security solutions is their focus hence 

include them in their annual and five-year strategic budgeting and handle it as a daily 

responsibility. 

The study concluded that the best way to achieve a substantial and enduring 

improvement in cyber security is not only by embracing technical solutions but also 

by ensuring that human management and regulatory directives are addressed. This is 

true because in general security systems may be upgraded and physical security can 

be tightened but, if employees at different levels are not informed about the correct 

procedures of handling such systems, those security initiatives will remain a challenge.  

7.2 Recommendation  

 

The goal is to mitigate the cyber security risks facing information assets of the NPS 

by addressing threats and vulnerabilities and decide on appropriate strategies to 

mitigate the resulting dangers.  

To enable the NPS to shift from the current level to the desired stage, the following 

recommendations were made: 

a) Staff members should be educated on the secure and unsecure online practices.  

b) They should be educated on the importance of maintaining foundationa l 

security measures. 
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c) The NPS should also engage some ethical hackers to test the security of 

existing systems in advance. 

d) The NPS need to review the existing IT policy and e-Government policy to 

maintain relevancy of the content with changing technology. 

e) Development of topic specific policies including e-mail policies, password 

policies, and internet policies is necessary. 

f) The NPS need to develop standards and guidelines through which policies can 

be executed, and encourage all O/M/As to comply. 

g) Make cyber security training a compulsory requirement for all employees and 

educate them how security can benefit their daily works. 

h) The NPS should ensure that the written policy is translated into actions. 

i) Prioritize assets according to risk impacts to ensure effective security 

investment. 

7.3 Recommendation for Future Research 

 Penetration testing on critical web based information systems of the NPS 

 The role of cyber security in e-Government: The Namibian Perspective 

 The collaboration between Government, private and educational institution on 

addressing cyber security at national level. 

The next section presents a list of reference materials cited in this study.   
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9. GLOSSARY 

 

Asset or Information assets: An asset is a tangible or non-tangible items that may 

include people, property and information. It is what we are trying to protect against 

possible harm.  

 

Availability:  The property of being accessible and usable upon demand. 

 

Information security:  refers to measures taken to protect or preserve information on 

a network as well as the network itself  

 

Confidentiality: A property that information is not disclosed to users, processes, or 

devices unless they have been authorized to access the information 

 

Countermeasures: Preventative (proactive or reactive) actions, devices, procedures, 

techniques, or other measures that reduce the impact of a vulnerability or the 

likelihood of successful exploitation of a vulnerability. 

 

Disaster recovery: The ability to respond to an interruption in services by 

implementing a disaster recovery plan to restore an organization’s critical business 

functions. 

 

Intrusion: An unauthorized act of bypassing the security mechanisms of a network 

or information system. 

http://niccs.us-cert.gov/glossary#access
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Impacts: The magnitude of harm that can be expected to result from the consequences 

of unauthorized disclosure of information (loss of confidentiality), unauthor ized 

modification or destruction of information (loss of integrity), or disruption of access 

to or use of information or an information system (loss of availability). 

 

Incident: Any event which is not part of the standard operation of a service and which 

causes, or may cause, an interruption to, or a reduction in the quality of that service.  

 

Integrity: The assurance that computerized data is an accurate and complete 

representation of the data as created or modified by its originator and that 

computerized information resources remain configured as intended by the person 

responsible for them. 

 

Strategy: A method or plan chosen to bring about a desired future, such as 

achievement of a goal or solution to a problem. 

Human threats: Possible disruptions in operations or breach of security controls 

resulting from intentional or unintentional human actions. 

 

 

 

 

http://www.businessdictionary.com/definition/method.html
http://www.businessdictionary.com/definition/plan.html
http://www.businessdictionary.com/definition/goal.html
http://www.businessdictionary.com/definition/solution.html
http://www.businessdictionary.com/definition/problem.html
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UNIVERSITY OF NAMIBIA 

Computing Department 

Private Bag 13301, Windhoek, Namibia  
 

QUESTIONNAIRE 

 

CYBER SECURITY RISK MANAGEMENT AND THREATS CONTROL 

(CSRM-TC): ENHANCING THE PROTECTION OF INFORMATION IN 

THE NAMIBIAN PUBLIC SERVICE. 

Instructions: Answer all questions in the section that applies to you. 

Tick where appropriate and write your responses in the spaces provided. 

 
NB: Information provided in this questionnaire will be treated with anonymity and 

confidentiality. 

SECTION A: IT MANAGER 

1. Who would you consider has the overall accountability for Information 

Systems security management in your O/M/A?(select one option) 

       IT Manager              Systems Administrators         All IT staff           All 

staff members 

2. Rank the following options in order of priority with regards to effective 

security  

( where 1 is 1st Priority, 2 is 2nd Priority  and 3 is 3rd Priority): 

     Advanced security equipment         Qualified IT Security staff        User 

education and training 

3. What type of Internet connection is available in your O/M/A? (including 

regional offices) 

Cable/Fibre           Wireless (Wi-Fi)             Mobile (3G/4G) 

4. What documentation is in place to ensure business continuity and disaster 

recovery for your O/M/A? (select all that apply)             

Business continuity plan               Disaster recovery plan            

Network layout map 

IT operational standards and guidelines           None of the above 

Other         

  

v

v

v 
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5. What monitoring system does your unit have in place to control physical 

access to the server room at your O/M/A?  Electronic  access card system           

 Biometric based access system         A register book          Not closely 

monitored             Other    

6. Who has administrative rights to Information Systems and networks 

resources in our O/M/A?  

Systems Administrators               Computer Technicians        IT 

Manager 

Analyst Programmers    Other    

7. Are you aware of Cybercrime?       Yes            No 

8. If Yes, what does your unit have in place to address the challenges faced with 

Cybercrime? 

            There are no actions yet         Cyber risks management is covered in 

our strategic planning 

Our unit has implemented procedures to deal with Cybercrime 

Other         

  

9. What are the challenges faced by your units with regards to information 

security? 

         Lack of specialised IT staff                            Problem in retaining IT 

staff 

         Lack of security equipment                            Insufficient budget 

         Other         

  

SECTION B: SYSTEMS ADMINISTRATOR 

1. Which of these security technologies are deployed in your O/M/A network? 

(select all that apply)   

WSUS                 Firewall               IPS               IDS             DMZ 

       Other          

2. Does your O/M/A perform security audits on Information Systems and 

networks?       Yes         No 



105 
 

 

3. If Yes, how often?       Daily         Weekly        Monthly        On request          

Rarely 

Other          

  

4. On average, how often do you update antimalware definitions for the various 

equipment in your O/M/A?          Daily                 Weekly              Monthly                  

Rarely 

5. Are the unused ports on dedicated servers disabled?         Yes          No  

6. If  No, specify reason         

7. Does your O/M/A perform DNS scanning?           Yes                     No 

8. If Yes, how often? 

         Daily                   Weekly             Monthly             On request                

Rarely 

9. How long does it take user passwords to expire in your O/M/A? 

          A week           A month           Our passwords never expire    Other 

  

10. Are you performing backups at your O/M/A?          Yes         No 

11. If Yes, where do you keep the backup copies        Onsite          Offsite           

Both 

SECTION C: ANALYST PROGRAMMER 

1. Have you ever attended a course related to application development security?        

Yes    No 

2. If No, what were/are the reasons for not attending? 

      No guidance               Limited funds         Lack of interest   Other 

            

3. When developing or building applications which of the following tests do 

you carry out before implementation?        Functional testing           Stress 

testing            Fuzz testing   Recovery testing                 Acceptance 

testing     

 Other     
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4. Which of these features would you incorporate in an application to ensure 

that sensitive data is protected?         Authentication     Authorization  

Session Management        Auditing and logging              None of the above    

Other     

 


